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Abstract 

Objective: A crucial element of the modern digital ecosystem is data privacy. A comparable 

viewpoint is seen in the realm of e-commerce, which has emerged as the primary economic 

engine on a global scale. The growth in the consumer base and the sheer quantity of data 

being transferred within the e-commerce platforms constitute a serious risk. In compliance 

with international regulations, e-commerce platforms are implementing data privacy rules 

that include transparent and control-centric processes. Theoretical framework: The current 

study explored how Malaysian e-commerce enterprises' commercial performance is fueled by 

data privacy rules' control and transparency components. A two-pronged approach was taken 

in conducting the research using qualitative and quantitative methodology. Literature 

review: First, the transparency and control features of the data privacy policies of a chosen 

group of e-commerce enterprises were qualitatively benchmarked. The findings indicated 

that while Carousell, Ezbuy, and Mudah are some of the e-commerce companies with low 

levels of transparency and control practices, Methods: Lazada and Shopee have the highest 

levels of transparency and control practices within their data privacy policies. Subsequently, 

the analysis was further triangulated with a quantitative analysis from 379 respondents. The 

data processing and results indicate the increased transparency & control of data privacy 

policy practices for business performance of e-commerce companies. It includes the internal, 

performance, and practice benchmarking for e-commerce platforms operating in Malaysia. 

Results: There is specific stress on the transparency and control sections of data privacy for 

each of the e-commerce platforms operating in Malaysia. Implications: This research 

recommends the transparent and controlled review of the data privacy policies on the e-

commerce platforms for effective communication, privacy, and behavioral business 

decisions. Novelty: the study will help setting corporate digital business to ensure 

cybersecurity and trust of the customer in Malaysia. The serious concern of customer digital 

information is aptly and rightly channeled to make further customer satisfied. The study 

output will help policy makers to enhance business with the trust of the customer for the 

obtained information. 
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INTRODUCTION 

In the digital age, cybersecurity has emerged as a critical global concern, deeply 

intertwined with national security, economic stability, and the protection of individual rights. 

As nations, businesses, and individuals become increasingly dependent on digital 

infrastructure, the threat landscape continues to evolve, exposing vulnerabilities that have far-

reaching consequences. From state-sponsored cyber operations and cybercrime networks to 

ransomware attacks and critical infrastructure breaches, the scale and sophistication of cyber 

threats are unprecedented. These developments have not only highlighted the fragility of 

global cyberspace but have also underscored the need for comprehensive governance 

mechanisms that can address the complexities of cybersecurity in an interconnected world 

[1]. 

The rapid expansion of cyberspace has outpaced the evolution of legal and regulatory 

systems. While various domestic laws and regional agreements attempt to mitigate cyber 

threats, the transnational nature of cyber activities poses unique challenges that require 

cooperation beyond national borders. Issues such as attribution of cyberattacks, jurisdictional 

conflicts, and the application of international legal norms in cyberspace remain unresolved. As 

a result, the role of international law in regulating cybersecurity has become a focal point of 

academic and policy debate. The absence of a binding and universally accepted international 

legal framework exacerbates the legal uncertainty surrounding state behavior in cyberspace, 

particularly in cases involving cyber espionage, cyber warfare, and interference in domestic 

affairs [2].  

The research on data privacy and practice areas of transparency and control are trending 

areas from last few decades. Using the data, individuals highly rely on reasoning approaches 

such as experience, theory, and preconceptions that are primarily influenced by personal 

prejudice to investigate and discover the law of unknowns [3]. Nevertheless, today the use of 

information and communication technology (ICT) has changed society's style and habits. 

Society is witnessing explosive data growth due to the rapid evolution of technology and 

network mechanisms [4]. Privacy pertains to the safeguarding of personal data or information 

and can be described as the extent to which an individual permits the sharing of their data or 

information with external entities [5].  

The recent technological development and progress, in conjunction with the scientific 

advancements and the increased reliance on technology, have brought the issue of national 

security to the forefront of concerns [6]. In addition, it highlights the numerous obstacles that 

both developed and developing countries have in their efforts to counteract cyber threats and 

to increase awareness about the inherent risks that are linked with technology. In summary, 

given that we are living in an age of information, the issue of privacy is the most pressing 

concern of our day [7]. As information and communication technology (ICT) systems 

continue to spread, users' privacy must be taken into consideration and protected. This is a 

notable concern. 

The internet age has dramatically revolutionized the pace of innovation, value generation, 

and monetization. It is not a far-fetched prediction that more than half of the world's 

population is connected to the internet [8]. As access to the internet is deemed a core human 

right, it is favorable for the contemporary digitized era. This includes the customers' mistrust 

of data privacy, which has increased due to persistent data breaches, disputes among 

businesses and service providers over cookies, wallet approaches, and continuous 

misinformation [9]. 

The following research questions are posed: -  

RQ1: What are the data privacy policies’ transparency practices by e-commerce 

companies in Malaysia? 

 RQ2: What are the data privacy policies and control practices of e-commerce companies 

in Malaysia?  
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RQ3: What is the impact of data privacy policy’s transparency (private information 

boundary and private information control) and control (private information rules, private 

information co-ownership, and boundary turbulence) on the business performance of e-

commerce companies in Malaysia?   

Nowadays, digital data privacy & Cybersecurity is a nascent and rapidly growing 

priorities in Malaysia; thus, this study will be significant for the Malaysian government as the 

e-commerce industry notably impacts the nation's income. As stated, businesses highly value 

the data gathered from their customers as this action enables them to send out targeted 

promotions, forecast sales patterns, and enhance their product quality. However, some 

consumers believe that data collection is an invasion of their privacy and a practice that can 

be misused, resulting in the distrust and suspicion of some businesses. As a result, this study 

aims to prove the essence of including transparency and control elements in the data privacy 

policy of the nation [10].  

This study aims to examine the influence of data privacy policies’ transparency and 

control elements on the business performance of e-commerce firms in Malaysia. 

 

LITERATURE REVIEW 

 

Communication Privacy Management Theory (CPM) 

Data privacy remains a vital issue for consumers, despite the increasing use of e-

commerce [11]. As claimed, privacy is people's ability to decide when, how, and to what 

extent their personal data can be disseminated to external parties [12]. Therefore, CPM 

addresses the uncertainty between data exposure and privacy by investigating how and why 

individuals decide to reveal their private information across various contexts [13]. As cited 

by, CPM can be used as a theory in order to address the questions regarding the management 

and control of personal data, as well as the rejection or allowance of access to that 

information [14].  

In essence, individuals have the control and decision-making power to disclose their 

personal data. As a result, the consideration of revealing data/information is what Sandra 

Petronio examined in the CPM theory. In other words, this theory aims to implicate the 

decision-making process in revealing or restricting private information in building a 

relationship [15].  

The reason for choosing this theory as one of the underpinning theories of the present 

study is that CPM relies on multiple assumptions, such as prioritizing private information 

rights, defining personal boundaries between private and public data, and the rules of private 

information in controlling data privacy management. Similarly, also noted that the CPM 

consists of three significant elements, namely privacy rights, control, and turbulence [16]. 

Accordingly, CPM theory provides a paradigm for comprehending the dual process of 

releasing or concealing consumers' data, while this theory is also deemed a map that enables 

individuals to navigate privacy [17]. 

 

Communication Privacy Management (CPM) theory and data privacy 

The application of Communication Privacy Management (CPM) theory to the preservation 

of digital data privacy & Cybersecurity is of the utmost significance within the framework of 

the rapidly changing environment of the e-commerce company. This is because CPM theory 

was developed to safeguard the privacy of digital data. When it comes to the manner in 

which individuals actively manage their personal information, particularly within the 

complex dynamics of e-commerce transactions, this theoretical approach, which has its roots 

in the foundational work of [18], provides valuable insights that can be utilized. 
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The constant exchange of personal information is one of the factors that adds to the 

palpable concerns that customers have regarding the privacy of their data in the realm of e-

commerce, which is conducted online [19]. The CPM theory, which is founded on the idea 

that individuals can exercise active control over the sharing of their private data, is 

particularly pertinent in terms of recognizing and resolving these difficulties. A strong 

emphasis is placed on the establishment and assertion of privacy limits within the framework. 

This is accomplished by viewing users as proactive agents who are navigating their own 

privacy problems for themselves. 

 

Behavioral Decision Theory (BDT) 

The decision-making process of consumers is a dynamic behavior [20]; however, the 

factors of e-commerce intention and online choice behavior can be determined [21].  

According to the Behavioral Decision Theory (BDT) that was proposed by Ward Edwards 

in 1954, consumer decisions are significantly impacted by their values and beliefs. This is 

because consumers in today's digitized era demand more transparency and control over their 

personal data and information. This is because privacy continues to be an essential 

component of trust [22], which in turn affects their decision-making process. Furthermore, 

concurred with the notion that businesses should make available a user-friendly gateway that 

gives data subjects the ability to exercise control over their data. This is because failing to 

offer customers essential access to data and information can hurt business performance by 

causing customers to lose trust in the company [23]. 

The regulation of cybersecurity through international law is a complex yet indispensable 

endeavor. While there have been notable efforts to establish legal norms and cooperative 

frameworks, significant challenges remain in terms of legitimacy, enforcement, and global 

consensus. This research begins by setting the context of cybersecurity’s growing importance 

and the inherent challenges it presents to international legal systems. It then delves into the 

foundational question of the extent and efficacy of international law in governing cyberspace, 

ultimately seeking to identify pragmatic pathways for strengthening global cybersecurity 

through legal innovation and multilateral collaboration [24]. 

One of the most prominent international treaties related to cybersecurity is the Budapest 

Convention on Cybercrime, adopted by the Council of Europe in 2001. It is the first and, so 

far, the only legally binding international treaty that seeks to harmonize national laws, 

enhance investigative techniques, and improve international cooperation in combating 

cybercrime. The Convention criminalizes various cyber activities, such as illegal access to 

systems, data interference, and the misuse of devices. It also includes provisions for mutual 

legal assistance among signatories, which is critical in cross-border cyber investigations [25]. 

However, the Budapest Convention has been criticized for its limited global reach. Many 

countries, including key cyber powers like Russia and China, have not signed the treaty, 

citing concerns over sovereignty, data sharing, and the perceived Western-centric nature of 

its provisions. As a result, while the Convention provides a valuable legal foundation for 

combating cybercrime, its effectiveness is constrained by geopolitical divisions and the 

absence of universal participation. 

In addition to formal treaties, customary international law plays an increasingly important 

role in regulating state conduct in cyberspace. Customary law emerges from consistent state 

practice accompanied by a belief that such practice is legally required (opinio juris). In the 

context of cybersecurity, several principles of customary international law are being tested 

and, in some cases, slowly solidified. For example, the prohibition of the use of force, the 

principle of non-intervention in the internal affairs of other states, and the obligation to 

prevent harm emanating from one's territory are all potentially applicable to cyberspace [26]. 

However, the application of these norms to cyber operations is far from settled. States vary 

widely in how they interpret and apply these principles in the cyber context. For instance, while 

one state may view a cyberattack on its financial system as a use of force, another may 



 

Solo International Collaboration and Publication of Social Sciences and Humanities 

Vol.4, No.1, 2026, pp. 347-360 

   

 

   

 

E-ISSN: 2988-3512 

Copyright ⓒ 2026 Authors 

interpret it as a mere inconvenience not rising to the level of an armed attack. This lack of 

uniformity poses significant challenges to the development of a coherent body of customary 

international law in cybersecurity. Nevertheless, the accumulation of state responses to cyber 

incidents and their articulation of legal justifications are gradually contributing to the 

clarification of how traditional norms apply in this new domain [27]. 

E-commerce is an ever-evolving business space that has continued to change the way 

business and commerce are facilitated today. In general, the virtual space unavoidably shapes 

both national and international economies; Malaysia's e-commerce landscape proliferates 

yearly with an annual growth rate of approximately 24% [28]. Nevertheless, the Covid-19 

pandemic has fueled the electronic commerce industry in Malaysia, which is known as a 

nation with an attractive market for e-commerce in Southeast Asia due to its dynamic 

economy and well-established infrastructure for digital technologies. 

Malaysia's income generated from e-commerce has amounted to RM279 billion due to an 

increasing trend during the nationwide lockdown (MCO) [29]. According to the Digital 

Economy Report 2021, publicized by the Department of Statistics Malaysia (DOSM), the e-

commerce income for the first nine months (January to September) was RM801.2 billion, a 

growth of 23.1% year on year, with Selangor, Kuala Lumpur, Johor, and Penang leading the 

path.  

The literature review in this template refers to previous studies, which have been adapted 

and modified by the creator to ensure novelty and distinctiveness. Theories about the studies 

or themes studied and relevant previous research. 

 

METHODOLOGY 

The role of trust is paramount in a dynamic process. Consumers are more likely to engage 

with e-commerce platforms that they trust to handle their personal information responsibly. 

Trust is not static; it is built and reinforced through transparent communication, ethical data 

practices, and a track record of secure transactions. Equally, any breach of trust, such as a 

data mishandling incident, can lead to a rapid erosion of consumer confidence. The decision-

making process is also influenced by the perceived benefits and risks associated with data 

sharing. Consumers weigh the convenience and personalized experiences offered by e-

commerce platforms against the potential risks of privacy infringement. E-commerce 

businesses that can clearly articulate the value proposition and demonstrate the security 

measures in place are more likely to align with consumer expectations. The regulatory 

landscape plays a crucial role in shaping the dynamics of consumer decision-making. Data 

protection laws, such as the General Data Protection Regulation (GDPR) and other regional 

or industry-specific regulations, set standards for how personal information should be 

handled. Consumers often consider the compliance of e-commerce platforms with these 

regulations as an indicator of their commitment to data privacy and ethical conduct. 

 

Sequential Exploratory Design 

 

Figure 1. Sequential Exploratory Design 

Source: Sequential Exploratory Design (Creswell & Clark, 2011) 
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Quantitative and qualitative research methodologies have long been viewed as conflicting 

paradigms [30]; however, there have been attempts called mixed methods to incorporate both 

as complementary instead of contending methods [31]. In general, studies involving 

systematic and impartial analysis of numerical data use the quantitative method, while any 

research that initially determines and defines an area of interest that results in the formulation 

of the hypotheses is referred to as qualitative research. Nonetheless, the principal differences 

between qualitative and quantitative studies that numerous scholars have long debated will be 

comprehensively discussed in the following sections. 

One way to measure the data privacy performance of e-commerce businesses is to use a 

benchmarking framework that evaluates two dimensions: transparency and control. 

Transparency refers to how clearly and openly the business communicates its data practices 

to its customers, such as through privacy policies, notices, and disclosures. Control refers to 

how much choice and influence the customers have over their data, such as through consent 

mechanisms, access requests, and deletion options. 15 e-commerce platforms will be selected 

from the list of top 20 e-commerce sites in Malaysia based on their popularity, market share, 

and diversity of products and services. The platforms are: Lazada, Shopee, Lelong, Mudah, 

PrestoMall, Carousell, Ezbuy, Qoo10, PG Mall, YouBeli, Jingdong, Go shop, eBay 

Malaysia, Eleven Street, and Senheng. The data will be collected from these platforms by 

reviewing their privacy policies, terms of service, and user interfaces.  

The qualitative data sources that were utilized in this inquiry were mostly focused on the 

core documents and interfaces that define the user experience within e-commerce platforms. 

This investigation was conducted to gather information. It was primarily through the 

utilization of privacy policies that we were able to get an understanding of the stated 

practices of data collection, processing, and sharing. These policies typically contain a 

significant amount of information regarding legal and procedural matters. The terms of 

service, which included a description of the contractual arrangements that exist between 

platforms and users, additionally provided additional context for the situation. 

According to the terms conceptual framework and the theoretical framework are 

frequently and incorrectly understood to be synonymous with one another [32]. The 

foundation or "lens" through which a study is formed is referred to as a theoretical 

framework. This framework is responsible for providing the theoretical assumptions that are 

used in the larger context of a study. The research focus investigation is able to be rooted in 

theoretical underpinnings with the assistance of this framework, which also helps to frame 

the inquiry for data analysis and interpretation.  The purpose of applying theory in 

conventional theoretical research is to comprehend, explain, and forecast the occurrence of 

events [33]. 

The decision-making process of consumers in the context of e-commerce and data privacy 

issues is a complex and dynamic behavior shaped by a myriad of factors. As technology 

advances and digital interactions become integral to everyday life, consumers find 

themselves navigating a constantly evolving landscape where concerns about data privacy 

play a significant role in shaping their decisions. The key aspect of the dynamic nature of 

consumer decision-making in e-commerce is the increasing awareness and sensitivity to data 

privacy. Consumers are becoming more informed about the ways their personal information 

is collected, stored, and utilized by online platforms. News of data breaches, cyber-attacks, 

and privacy scandals has heightened consumer awareness, making them more cautious and 

discerning in their interactions with e-commerce platforms. 
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Figures 2. Theoretical Framework 

 

Control and Transparency as Independent Variables (IV) 

It is of the utmost importance to have a thorough understanding of the intricacies of 

transparency and control when it comes to the privacy of digital data in the context of online 

shopping. These components, which serve as Independent Variables (IVs), play a significant 

role in defining how customers perceive e-commerce platforms, how they behave, and 

ultimately how successfully the platforms perform from a business perspective. Within the 

framework of the Communication Privacy Management (CPM) theory, this section 

investigates the nuances of Transparency, with a particular focus on the Private Information 

Boundary, and Control, with an investigation into the Private Information Control. 

 

Private Information Boundary  

The Private Information Boundary is an essential concept that serves to define the limits of 

an individual's ability to share personal information and is at the core of the concept of 

transparency. In essence, it determines the limits of what individuals are willing to divulge 

for online communication. According to the conceptual definition, the Private Information 

Boundary is the line that divides personal information from public information. This line 

indicates the extent to which individuals feel comfortable exposing particular information 

about themselves.  

 

Control of Private Information 

The control of private information is an additional essential component of openness that 

goes beyond the lines. The sense of control and agency that individuals have over the 

personal information that they provide is being captured by it. When seen from a conceptual 

angle, the term "Private Information Control" refers to the degree to which individuals 

believe they can control and limit the manner in which their data is shared online [34].  

 

Private Information Rules 

The cornerstone of control is the formulation and implementation of Private Information 

Rules, which are a set of guidelines and regulations that individuals devise in order to 

exercise control over who can access, use, and share their personal information regarding 

them. With the assistance of these rules, users are able to actively set and enforce the 

boundaries of their digital privacy. 
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Private Information Co-ownership 

The notion of Private Information Co-ownership recognizes the collaborative aspect of 

privacy management, surpassing individual control. Captures the notion that, depending on 

the situation, people could jointly be accountable for or own particular bits of personal data. 

Co-ownership is an indication of mutual understanding and consent between parties about 

how to handle and access certain data pieces. 

 

Private Information Boundary Turbulence 

Limitations on Private Information Turbulence adds a dynamic component to Control by 

acknowledging that people's boundaries for their private information are susceptible to 

change and outside factors. It recognises the dynamic nature of privacy management, where 

people might run into difficulties and doubts while trying to keep their borders around their 

information stable.  

 

Business Performance (Dependent variable)    

Within the framework of e-commerce research, the dependent variable (DV) that is being 

investigated is the concept of business performance. There are a variety of components that 

make up this intricate idea, such as the overall competitiveness of the market, the satisfaction 

of the customers, and the financial results. When seen from a conceptual aspect, business 

performance refers to the capacity of an e-commerce platform to successfully navigate the 

digital marketplace by achieving both its operational and strategic objectives. 

H1: Private information boundaries positively enhance the transparency of data privacy 

policy practices and the business performance of e-commerce companies in Malaysia  

H2: Private Information Control positively enhances the transparency of data privacy 

policy practices and the business performance of e-commerce companies in Malaysia.  

H3: Private information rules positively enhance the Control of data privacy policy 

practices of e-commerce companies in Malaysia.  

H4: Private information co-ownership positively enhances the Control of data privacy 

policy practices of e-commerce companies in Malaysia.  

H5: Private information boundary turbulence negatively impacts the Control of data 

privacy policy practices of e-commerce companies in Malaysia. 

 

RESULTS AND DISCUSSION 

 

Examination of Qualitative Data 

On the basis of the qualitative data that will be acquired, a comprehensive analysis was 

carried out with the assistance of the NVivo program. With NVivo's assistance, the process 

of systematically categorizing, organizing, and identifying topics was simplified and made 

more straightforward. The process of coding involved the categorization of both textual and 

visual information into themes. This allowed for the identification of recurring patterns and 

the identification of evolving concepts. It was guaranteed that the analytical process was both 

methodical and open to scrutiny thanks to this program, which provided a powerful platform 

for managing the complexity of qualitative data. 

Multiple probability and non-probability sampling approaches are available for doing 

research. The research uses the non-probability convenience sampling approach for 

sampling. Convenient sampling methodology involves gathering data based on the 

opportunities, accessibility, and availability of potential participants. The non-probability 

convenient sampling approach is chosen because it is a cost-effective and practical way to 

research the hypothesis with few hassles, as the participants are readily accessible [35]. 
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The participants in a non-probability convenience sampling method ensurethat the data 

collected from the respondents are reliable, as the selection criteria would limit the 

respondents to those who are relevant to the study and, as such, would be more willing to 

participate in this study [36]. 

The target population of this study is online shoppers in Malaysia.  The population of 

Malaysia stood at 32.7 million in 2022 (DOSM 2022). According to the Multimedia 

Commission Report on Internet User Survey (2022), 66% of internet users, i.e., 

approximately 21.5 million in Malaysia, engage in online shopping.  Using Krejcie and 

Morgan(1970), the sample size for the study is 379.  The sample frame for this study is 

stratified random sampling, which is aimed at representativeness [37]. 

Online survey questionnaires will be used as the primary data collection method in this 

study [38]. A survey is a research technique that uses a standardized questionnaire to collect 

information about attitudes, opinions, behaviors, and backgrounds and lifestyle 

characteristics from a sample of respondents. 

To hasten the process of data collection, the researcher enlisted the help of friends in 

Selangor, Melaka, Johor, and Penang who were online shoppers, who, in turn, introduced 

their friends for the administration of the survey. 500 questionnaires were disseminated 

through these contacts. 

Data will be analyzed using the Statistical Package for Social Sciences (SPSS). The 

analysis included descriptive and inferential statistical analysis.  The descriptive statistics 

included frequency, percentages, means, and standard deviation, while the inferential 

statistics included a reliability test and correlation [39].   

Before administering the survey, a pretest was conducted with the 22 completed 

questionnaires received via email from the Malaysian journalists to ensure that the 

questionnaire was adequately designed and contained no errors. The study took internal 

validity, external validity, and content validity into consideration. The variables were also 

tested for reliability to determine Cronbach's alpha. 

Table 1. Reliability Index of the Variables 

No Alpha  N items    

1 .92  42   

The data required for the support and validating qualitative results is unfolded by a .975 

value of Cronbach's alpha, which is showing excellent reliability of data fit for analysis of the 

impact of digital data privacy & Cybersecurity policy on business performance of the E-

Commerce Industry in Malaysia, while exploring the role of Transparency & Control. 

The results indicate that the instruments were valid, and internal consistency has been 

confirmed for the dimensions with the application of Cronbach's alpha to examine the 

internal reliability of the items. Through the execution of a pilot study, the process of 

validation moves beyond the realm of theoretical alignments and expert assessments and into 

the realm of actual application. During this stage, the questionnaire will be administered to a 

small sample that is typical of the demographic that is being targeted. The purpose of this 

evaluation is to determine how effectively the questionnaire functions in a real-world setting, 

with the intention of capturing actual replies and subtleties that may not have been obvious 

during the phases of creation and content validity [40]. 

The pilot testing phase of the validation process is not only a formality; rather, it is a 

strategic stage in the process. The purpose of this is to uncover any problems, ambiguities, or 

misinterpretations that may have been missed by the expert evaluations. Due to the fact that 

the pilot research is conducted on a smaller scale, it is possible to conduct an in-depth 
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investigation into the manner in which participants interact with the questionnaire. This 

provides valuable insights that contribute to the iterative development of the instrument [41]. 

The early analysis of the data collected from the pilot research is performed not to arrive at 

conclusive results, but rather to shed light on any trends or anomalies in the replies of the 

participants. For the purpose of providing insights into how well the questionnaire works in 

terms of clarity, relevance, and efficacy, this preliminary analysis acts as a diagnostic tool. In 

order to guide additional adjustments, the feedback loop that was begun by the pilot research 

is utilized. Adjustments are performed to improve the instrument's clarity and sensitivity in 

the event that particular questions repeatedly evoke misunderstanding or if unanticipated 

patterns develop. Through this process of iterative refining, the questionnaire will be 

transformed into a dynamic and resilient instrument that is capable of eliciting responses that 

are both accurate and meaningful by the time the validation procedure is complete [41]. 

The rapid expansion of the e-commerce industry has transformed business models, 

consumer behavior, and value creation in the digital economy. However, this growth is 

inseparable from increasing concerns over data privacy and cybersecurity, which directly 

affect consumer trust and, ultimately, business performance. This study critically analyzes 

how transparency and control within data privacy policies shape the performance of e-

commerce firms, particularly in the Malaysian context, where digital commerce is growing 

rapidly and contributes significantly to national income. A central argument of the research is 

that data privacy is no longer a purely legal or technical issue but a strategic business 

resource. E-commerce platforms collect vast amounts of consumer data to personalize 

services, optimize operations, and enhance competitiveness. While such practices can 

improve efficiency and profitability, they simultaneously raise consumer anxieties regarding 

surveillance, misuse of personal information, and data breaches. The study demonstrates that 

when these concerns are not adequately addressed, they erode trust and negatively influence 

purchasing decisions, platform loyalty, and long-term performance [42]. 

 

Analysis 

The analysis is grounded in Communication Privacy Management (CPM) theory and 

Behavioral Decision Theory (BDT), which together provide a robust explanatory framework. 

CPM theory highlights how consumers perceive ownership, boundaries, and control over 

their personal information. Transparency in privacy policies clarifies these boundaries, 

enabling users to understand what data are collected, how they are used, and with whom they 

are shared. Control mechanisms—such as consent options, data access, modification, and 

deletion—empower users and reinforce their sense of agency. The study finds that platforms 

with clearly articulated privacy boundaries and strong control mechanisms tend to generate 

higher levels of consumer trust, which positively correlates with business performance 

indicators. Behavioral Decision Theory further explains how transparency and control 

influence consumer choices. In digital environments characterized by uncertainty and risk, 

consumers rely heavily on perceived trustworthiness when making decisions. Transparent 

data practices reduce perceived risk, while control mechanisms increase perceived benefits 

by allowing users to manage their data proactively. The analysis suggests that consumers are 

more willing to share data and engage in transactions when they believe the platform respects 

their privacy rights, creating a virtuous cycle between trust, data sharing, and performance 

[42]. 

The study’s mixed-methods approach strengthens its analytical depth. Qualitative 

benchmarking reveals disparities among Malaysian e-commerce platforms, with major 

players such as Lazada and Shopee exhibiting higher levels of transparency and control 

compared to smaller platforms. Quantitative findings from 379 respondents further confirm 

that transparency and control significantly enhance business performance, while privacy 

boundary turbulence negatively affects perceived control. Overall, this analysis underscores 

that effective data privacy governance is a critical driver of cybersecurity, consumer trust, 

and sustainable business performance. By integrating transparency and control into privacy 
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policies, e-commerce firms can transform privacy compliance from a regulatory obligation 

into a strategic advantage within the competitive digital marketplace [43]. 

 

CONCLUSION 

This study investigates the impact of digital data privacy policies on the business 

performance of e-commerce companies in Malaysia, with a focus on the mediating roles of 

transparency and control. As data privacy concerns escalate in the digital age, understanding 

how e-commerce platforms manage user data is critical for sustaining trust and 

competitiveness. The research employs a mixed-methods approach, combining qualitative 

benchmarking of data privacy policies from major e-commerce platforms (e.g., Lazada, 

Shopee, Carousell) with quantitative surveys of 379 online shoppers. Key findings indicate 

that higher levels of transparency and control in data privacy practices are associated with 

improved business performance. Specifically, clear private information boundaries and 

robust control mechanisms enhance user trust, while factors like boundary turbulence 

negatively impact perceived control. The study underscores the importance of aligning data 

privacy policies with user expectations to foster trust and loyalty in Malaysia’s growing e-

commerce sector. It recommends that e-commerce platforms prioritize transparent 

communication of data usage and empower users with control options. Policymakers can 

leverage these insights to strengthen data protection regulations, promoting a secure digital 

economy. Future research could explore cross-industry comparisons or assess the impact of 

emerging technologies on privacy dynamics. This study serves as a foundation for balancing 

business interests with user privacy rights in Malaysia’s digital landscape. The process of 

validation as it transitions from qualitative to quantitative is a painstaking journey that 

encompasses expert reviews, content validity assessments, and pilot testing in the real world. 

To ensure that the questionnaire accurately reflects the intricate relationship that exists 

between digital data privacy, user perceptions, and company success in the context of 

Malaysia's e-commerce ecosystem, it is not a linear development but rather an iterative 

cooperation between researchers and subject matter experts. The incorporation of qualitative 

insights into the validation process is more than just a simple checkbox; it guarantees that the 

subtleties that are discovered via qualitative means are not lost but are correctly reflected in 

the quantitative investigation. As we move forward, we are prepared to collect data that not 

only quantifies but also fully understands the complexities of user experiences and 

expectations in the ever-evolving area of digital data protection. This is because we are 

armed with a verified questionnaire. 
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